Human Issuesin Secure Cross-Enterprise
Collaborative Knowledge-Sharing:

A Conceptual Framework for Under standing the
| ssues and | dentifying Critical Research

Ann Majchrzak!

Center for Telecommunications Management
Professor of Information Systems
Marshall School of Business
University of Southern California
Los Angeles, CA 90089
majchrza@usc.edu

April 15, 2004

| would like to thank the following individuals who helped in the development of this white paper: Omar
El Sawy, Sirkka Jarvenpaa, Bob Carman, Vern Lott, Kevin Kobelsky, Dan O’ Leary, Rob Shively, Susan
Maraghy, Charlie Meister, Morley Winograd, and Bill Boni. This research was funded by the Department
of Homeland Security, Directorate of Information Analysis and Infrastructure Protection.



Human Issuesin Secure Cross-Enterprise Collaborative
Knowledge-Sharing: A Conceptual Framework for
Understanding the I ssues and I dentifying Critical
Resear ch

Table of Contents

Executive Summary

1.0 Problem Statement

2.0 Overview of Approach

3.0 Collaborative Knowledge-Sharing as an Emergent Process

4.0 Individual-level Factors that Reduce the Probability of Information Security Breaches
in Collaborative Knowledge-Sharing

5.0 Implications for Organizational-Level Facilitators for Promoting Security in
Knowledge-Sharing

6.0 Summary of Organizational-level Facilitators

7.0 Implications for Research

8.0 Conclusion

9.0 References



Human Issuesin Secure Cross-Enterprise Collaborative
Knowledge-Sharing: A Conceptual Framework for
Understanding the I ssues and I dentifying Critical
Resear ch

Executive Summary

This white paper is addressed to personnel at the Department of Homeland
Security interested in understanding the human issues underlying security breachesin
cross-enterprise collaboration, with particular emphasis on the private sector. Cross-
enterprise collaboration requires simultaneously allowing rich discussion while,
paradoxically, providing maximal information security. Current approaches to
information security do not effectively manage this paradox, in part because thereis a
lack of appreciation for the emergent nature of both the collaborative knowledge-sharing
process and the decision to commit a security breach. Emergence suggests that the exact
nature of the trade-offs between sharing and security experienced by an individual
engaged in the collaborative process cannot be known in advance. Thus, policies and
procedures that specify how an individual should act are both infeasible and likely to be
ignored.

Emergence during the collaborative process suggests that information security
policies should emphasize keeping employees dynamically informed about potential
security breaches that may result from actions they take, rather than prohibiting certain
types of sharing or certain types of actions. Emergence also suggests that any security
protection tool, policy, or procedure must be self-deploying and seductive, meaning that

it must draw people into “doing the right thing”, sometimes without ever realizing it.



Emergence also implies that leaders of an emergent process are rarely appointed, instead
they emerge. Thus, leaders that champion information security protection need to be
encouraged to emerge, rather than appointed. Emergence also means that knowledge
relevant to information security breaches will be distributed across individuals within an
organization and across organizations. There needs to be forums where information
about breaches, fixes, and prevention can be shared. Finally, emergence suggests that
people behave based on feedback rather than standard procedures. Thus, they need
feedback on their work processes that encourage them to behave securely.

A conceptual framework for understanding how to manage emergence in the
collaborative knowledge-sharing process to promote secure behavior is offered. The
framework identifies precursors to collaborative knowledge-sharing information security
breaches and suggests organizational facilitators for reducing the probability of a breach.
This framework suggests that appropriate organizational facilitators are focused not on
prohibiting or requiring employee behaviors, but instead conform to the way employees
collaborate with others outside the firm — a collaboration not intended to breach security.
These facilitators include attending to the employee-firm psychological contract, tools
that help employees understand the probable consequences of their behavior,
development of security procedures and tools that are integrated into the work in away
that allow each individual to play adifferent leadership role in maintaining security,
information security policies that address the very different security concerns expressed
by the individual and group within the organization, and consciously adopting an

information security strategy that is matched to the firm’s market position. This



conceptual framework is largely untested. Given the urgency of the need to ensure the

nation’s cyber security, this framework deserves focused research attention.



Human Issuesin Secure Cross-Enterprise Collaborative
Knowledge-Sharing: A Conceptual Framework for
Understanding the I ssues and I dentifying Critical
Resear ch

1.0 Problem Statement

Any time two individuals at two different organizations share knowledge, thereis
the opportunity of an information security breach. Y et, collaboration acrossfirmsis
becoming increasingly necessary in today’ s competitive marketplace. Private sector
firms are finding themselves increasingly engaged in supply chain partnerships, co-
development agreements, consortia, electronic marketplaces, and joint ventures.
Individuals involved in these collaborations must conduct their business without
breaching information security. Asthese types of cross-enterprise collaborations
continue to grow in the private sector, the potential of information security breaches
grows aswell (Garg et a, 2003). Moreover, the increased use of the Internet as the
primary means for collaboration makes the cyber security concerns of collaborative

knowledge sharing particularly pressing.

Shih and Wen (2003) list ten threats to what they refer to as “ E-Enterprise
networks” (defined as networks that connect supply chain partners). These are identified
in Table 1. We simplify their ten threats and focus on four areas of information security

concerns.



The first, and most obvious information security risk is Sharing the Corporate
Jewels. The concern hereisthat knowledge that executives believe represent corporate
secrets are offered by the firm’'s employees to the collaborative partner. By sharing that
knowledge, the competitive advantage that the firm had by keeping that knowledge secret
has now been harmed. This may occur informally through conversations or by sharing
documents that the firm would have preferred to have remained secret. The conflict
between General Motors and Volkswagen involving the alleged theft of intellectual
property, including numerous designs and trade secrets, is acase in point. The leak of
code for Microsoft’s Windows 2000 and Windows NT 4.0 is another example of

corporate jewels being inappropriately shared (Menn, 2004).



Table 1: Shih & Wen's (2003) Most Likely Threats on E-Enterprise

Networks

Most Likely Threats

to E-Enterprise (note)
Networks Communicati Attack 1 2 3 4 5 6 7 8 9
Internet B2C Outsiders X X X
Extranet B2B Business X X X X X X
Intranet E2E Insiders

X X X X X X X X X

Note: Most Likely Threats (1-10) to the E-Enterprise is defined as follows:

Natural Hazards
(1) Natural Hazards or disasters that may interfere with business operations or enterprise
information systems, such as floods, fires, earthquakes, hurricanes, and storms

Human Hazards
Intentional/Malicious Threats
(2) Unauthorized access to Web sites, information systems, and propriety intellectual assets
(3) Misuse of authorized access to Web sites, information systems, and propriety intellectual
assets
(4) Intentional tampering or demolition of organization information
(5) Intentional physical intrusion of business operations or enterprise information systems
(6) Physical theft
Unintentional Threats: Human errors, omissions, ignorance, etc.
(7) Unintentional alteration of organization information
(8) Unintentional demolition of organization information
(9) Unintentional physical intrusion of business operations or enterprise information systems
(10) System or computer failure

A second concern related to information security risk is Granting Unauthorized
Access. This concern arises when, during the collaboration, the employee allows
members of the partner organization access to explore proprietary or confidential
information. This may occur by providing individuals from the partner organization
access to the firm’s portal, use of one's password, or the ability to visit the premises
unescorted. One example of this provided by an industry executive was the case of an

employee with restricted access privileges sharing his password with a member of the




partner organization so that the member could look at certain files. While the member
did not misuse this privilege, according to the executive, this action by the employee
essentially defeated the security system, exposing the system to higher risk. Allowing
temporary employees access to corporate information after the employee’ s services are
no longer needed is another example of such athreat (Champlain, 2003). Competitive
intelligence, corporate espionage, and now terrorist information gathering is often

pursued through unauthorized access (Erickson et a, 2003; Rothke, 2001).

A third concern related to information security in collaborative knowledge sharing
iswhat we call Not Following Security Procedures during collaboration. Thisisa
concern common across all work environments — whether collaborative or not: that of
failing to take proper precautions to prevent unknown others from accessing the
organization’ s knowledge (e.g., failing to change passwords often, logging on remotely in
insecure environments, leaving sensitive documents around for others to see, leaving a
machine logged-on yet unattended, and using unlicensed software). For collaborative
environments, not only must the focal firm follow security procedures, but assurances
that partner organizations are following these procedures are needed as well. Champlain
(2003) describes the case of an application service provider who failed to encrypt
password files, harming the client firm’s reputation. An industry executive described
how a supplier failed to follow proper information protection procedures, leaking client

confidential information to a competitor.



A final concernisphysical intrusion, in which hackers or cyber terrorists are able
to access information either because of bugs in software programs, inadequate security
measures written into the code, or users unintentionally providing hackers with
confidential information in the course of their everyday actions. In the experience of one
security research consulting firm, most organizations still fail to use encryption for their
cross-enterprise email, allowing hackersto view in plain text internal memos as well as
learning information about the network typology and service level that can be used for a
later attack. Internet discussion and chat groups are often the targets of such intrusions.
One technique isfor the perpetrator to join aList Server (e.g., distribution list of people
interested in asimilar topic). Joining returns alist of all other subscribers, aswell as
providing access to archived and searchable technical discussions. According to the Air
Force, foreign intelligence agents use these chat rooms to spot experts, the labs they
belong to (based on their email addresses), and information about the expert that could be
exploited (such as marital affairs, indebtedness, or job dissatisfaction). They use this
information to ultimately recruit the expert as an “insider” with access to confidential
information the agent wants. Additionally, foreign nationals using multiple aliases have
been observed to actively seek information in a variety of chat rooms on defense
contractor research efforts that, once obtained, was passed to a foreign chat room in their

native language.

These problems have become increasingly of concern as supply chains are

increasingly connected through Internets, intranets, and extranets. “Since the partners are

physically located at different geographic places, a networked computing environment is
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indispensable for facilitating communications, collaboration, and resource-sharing,
creating higher risk of attacks and vulnerabilities to security breaches’ (Garg et al, 2003,
p. 41). Moreover, while E-business requires that the Internet be safe and secure, “the
reality isdrastically different. Various economy-wide surveys reveal that between 36 and
90% of organizations reported computer security breachesin 2002. Concerns over
security continue to be listed as a top challenge, hindering the multibillion dollar potential

of B2B and B2C opportunities’ (Garg et a, 2003, p. 23).

To avoid these concerns of security breaches, the traditional approach isto create
policies that give employees the responsibility for avoiding a breach and to provide some
security technology (e.g., firewalls) to make breaches more difficult. The policiesinform
employees of the actions expected of them when sharing knowledge with others (or when
doing any work at all). The employeeis given the responsibility to change passwords
often, to not give others access to a database without informing systems administrators, to
not share corporate secrets, to turn off a computer when not in use, to shred documents,
to regularly remove the cookies from the hard drive, to take notice of others suspicious
behaviors, and to be given strict instructions about which documents and knowledge can
and cannot be shared with others. Thistraditional approach has been found to not work
(Schlarman, 2001). Employees still pursue their own agendas, often with wanton
disregard of security measures:. they find these measures to get in the way, create
additional burden for them in their jobs, and otherwise make the task of collaboratively

sharing their knowledge with others that much harder.
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A focus on policies that prohibit and restrict behaviors has led to what can be
called overzealous security administration. Rarely discussed in Information Security
circles, thistraditional approach has often led to overly broad security policies that end
up harming the collaborative process by reducing the timeliness with which information
can be shared, and the give-and-take between collaborating parties to build trust. One
industry executive reported that his firm was so “overzealous’ about knowledge
protection that knowledge sharing between business units was virtually non-existent.
One business unit consistently withheld internal data on competitive assessments from
the other business unit. When knowledge cannot be shared with external or interna
parties — or cannot be shared without extensive and delayed review - decision-making
slows down and thus timeliness with which an opportunity can be leveraged is lost.
Additionally, when the sharing of knowledge is limited to pre-cleared documents,
knowledge integration among the collaborative parties can be harmed. This problem has
been identified, for instance, in the current frustration with information sharing among

participantsin DHS sISACs.

In this paper, we do not take the approach of suggesting yet more burdensome
security policiesto be followed by employees. Instead, in this paper, we examine the
precursors to information security breaches when employees are collaboratively sharing
knowledge. We suggest that instead of dictating more security measures that users must
conform to, organization and business processes must be redesigned to conform more
closely to how an employee collaborates with others outside the firm— a collaboration

not intended to breach security.
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2.0 Overview of Approach

Few holistic security views have been applied to business partnersin cross-
enterprise collaborations. Most views have approached the problem through discrete
incongruous security control practices (Shih & Wen, 2003). Champlain (2003) relates a
case in which security policies were actualy in conflict across firms, and even within the

same organization.

A holistic approach then is one that |ooks at the collaboration not as discrete
events, but as an integrated process. In this paper, we view collaboration and threatened
security breaches as part of awork process. Thiswork processis not predictable and thus
cannot be managed or controlled like aroutine process. Moreover, central to the
collaborative work processistheindividual. As such, then, we focusin thiswhite paper
on the individual: the motivations, constraints, and relationships that impact how an
individual behaves in situations where security breaches during collaborative knowledge

sharing are possible.

Our analysis of the individual helps to elaborate in detail the paradox faced by the
individual in a collaborative knowledge-sharing situation. That paradox isfor the
individual to decide how to share and gain the right knowledge, without sharing and

gaining the wrong knowledge. That is, asthe individual engages a partner in
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collaboration, the knowledge gained must increase the collaborative value, without also

increasing corporate vulnerabilities.

How an individual manages this paradox is central, we argue, to understanding
when and why security breaches will arise. Our conceptua framework, then, is designed

to elaborate factors that help to explain how individuals manage this paradox.

This paper proceeds by first describing a view of the collaborative knowledge
sharing process as essentially unpredictable. Then, we present factors that affect
information security breaches during this process. Finally, we use these factors to

identify the organizational levers needed to reduce the risk of security breaches.

This conceptual framework is derived from existing theory, and enriched through
anecdotes of security breaches. It has not been validated through empirical evidence. In
fact, thereislittle research and documentation about the role of the individual in sharing
knowledge in away that maintains information security (Dervin & Shields, 1999). Thus

our framework provides a focus for future research in this area.

3.0 Collaborative Knowledge-Sharing as an Emer gent Process

Information security breaches during collaborative knowledge sharing can be

conceptualized as two different work/decision processes that unfold over time, as

14



graphically depicted in Figure 1. Thefirst processis the collaborative knowledge-sharing
activity with the external partner: brainstorming, joint analysis, joint interpretation, and
file sharing are common behaviors observed during collaborative knowledge sharing.
The second process consists of those behaviors that put information security at risk.

They include learning about corporate strategy, assessing what knowledge might be
corporate jewels, learning what others in the organization might judge as sharing too
much, identifying ways to provide access to files without granting unauthorized access,
learning about security procedures, and deciding how to follow procedures without
harming the collaborative process. Individuals engage in both processes simultaneously.
When the processes suggest actions that are in conflict (as when access should be granted
to an external partner to facilitate knowledge-sharing but can’t because of access

concerns), the individual must resolve a paradox.

Figure 1. Thetwo decision processes of I nformation Security breaches

During Collabor ative Knowledge-Sharing

Collaborative
knowledge sharing with
external partner

~ L — = RN
\

Decision to breach
information security

15



A work process can be classified as routine when it is repeatable, or non-routine
when it involves frequently varying inputs and processes, although with detailed analysis,
could be structured to fit with the variations. But suppose a process could never be
structured, no matter how much detailed analysis of the process was conducted. These
processes have recently been referred to as “emergent” (Markus et al, 2002). Emergent
work processes are those in which inputs and processes are unpredictable, and will
remain so unpredictable that structured rules and procedures never completely apply.
Often, strategic planning, organizational design, and revolutionary product development

may unfold as emergent processes.

Table 2 depicts characteristics of emergent work processes. We argue that both
processes — the collaborative knowledge-sharing process, and the decision to breach
security — are emergent processes. In the second column of Table 2, we demonstrate the
parallels between generic characteristics of emergent work processes and those of

information security breaches in collaborative knowledge-sharing activities.
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Table 2 Information Security Decision-making within Collabor ative
Knowledge-Sharing (CKS) asan Emer gent Process

Characteristics of Characteristics of Information Security
Generic Emergent Decision-making within CKS

Knowledge Processes
Problem deliberations, | Sharing of secret knowledge is a matter of

interpretations, and interpretation; costs vs. benefits are
actions unfold situation specific and judgmental based on
unpredictably dynamics of CKS

Unpredictable user Users can play multiple roles throughout

roles and work contexts | process; triggers for information security
decisions unpredictable; autonomous
decision-making with imperfect oversight
Difficult-to-sharetacit | Information about what is secret, why,

knowledgeis implications of sharing with external

distributed across parties, which external parties are

people and places trustworthy collaborators, and which
internal agents are high-risk is distributed
and often tacit

First, in emergent knowledge processes, problem interpretations, deliberations,
and actions unfold unpredictably. To collaborate securely often requires using judgment
when defining what knowledge is secret. Moreover, costs and benefits are situation
specific and judgmental, based on the dynamics of the collaborative knowledge sharing
activity. Inone example provided by an industry executive, the sharing of new product
designs was highly situation specific in hisfirm: if the supplier was considered a
“partner” and one where the expectation was of extensive future involvement, new
product sketches would be shared in order to obtain valuable input. However, if future
involvement with the supplier was in question, the same design information would be
withheld and considered “ sensitive”. Categorizing a supplier as a “future investment”

versus “ short-term investment” was a decision often made tacitly among a small group of
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people. Therefore, asan individual is undertaking a collaborative engagement, the
individual will need to make situation specific judgments about what is shareable and

what shouldn’t be.

Second, in emergent knowledge processes, the users and precise work contextsin
which they find themselves are unpredictable (including when and why the processis
performed, who' s involved and which support tools are used). For information to be
secure in collaborative knowledge sharing, collaboration often requires an inclusive
rather than exclusive orientation. Inideal collaborations, individuals with special
expertise are called in on the spur of the moment to provide their expertise; this reduces
decision time, and speeds up the cycle of brainstorming (Mg chrzak et al, 2000). The
unpredictable nature of the experts needed makesit difficult to predefine access
requirements. Moreover, the work contexts of the experts may change aswell. One
executive provided the example of asupplier that had been involved with the company
for many years as a member of integrated product development (IPD) teams for defense
contracts. At one point in the middle of the project, the supplier’ s parent company moved
across the border, which had no apparent effect on the collaboration. However, the IPD
team learned that the entire dynamics of the team process (such as sharing sketches)
needed to change dramatically to conformto ITAR rules. It was easy for the team to
forget that they were dealing with aforeign entity because locations of the individuals

and expertise hadn’t changed. Nevertheless, what was shared before would now be

illegal.
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Not only are there arange of people unpredictably involved in the collaborative
knowledge-sharing, but the roles that people play when making decisions about
information security will vary over time and situation. People can play one of three roles
related to information security: perpetrator, bystander, or conspirator. The three roles are
depicted in Table 3. The perpetrator personally decides to commit a security breach by
sharing the knowledge, granting access, or failing to follow security procedures. Because
the process is an emergent one with multiple interpretations about what isin fact a
security breach, a perpetrator — even an intentioned one —is often a highly ethical person
with strong values and a clear sense of right and wrong. Often the emergence of the
process creates the possibility of a possible breach, not the individual. For example, one
executive reported that a business process consultant from one firm was invited to spend
aday with another firm to help with business process redesign for their procurement
process. During the course of the day as the procurement process was analyzed for
exceptions, it became increasingly clear that subcontractors used by the firm were also
used by the consultant’s firm. The executive reported that the consultant returned and
reported that he couldn’t talk to him “He knew information he didn’t want to know. |f
the information obtained about subcontractors had been leaked, there could have been
lawsuits. We were invited in and shouldn’t have. But we didn’t know it at the time”,
reported the executive. Clearly, the other firm was the perpetrator; but it would have

been hard to predict thisin advance.

The second roleisthat of the bystander. The bystander allows othersto breach

information security by not interjecting or reporting the incident. Observing a coworker
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leaving her safe open and unattended is an example of a security breach. Allowing a

colleague to share her password with someone else is also a bystander.

Finally, the third role is that of the conspirator. A conspirator makes it possible
for others to commit breaches. For example, a conspirator may provide a partner with
access to some documents, ignoring the fact that the access allows the partner firm the
ability to obtain other documents of a more sensitive nature. Anindividual who failsto

turn off their home computer alowing it to be used for virus attacks is a conspirator as

well.

Table 3: Dynamically Changing Roles of I ndividuals asthey M ake Decisions

I mpacting Infor mation Security
Intention

Role Premeditated/| ntentioned Opyportunistic/Unintentional
Perpetrator
Bystander
Conspirator

Anindividual may undertake these three roles either intentionally (often
premeditated) or unintentionally (often opportunistically). Research on betrayal of trust

(Elangovan and Shapiro, 1998) characterizes these violations not as impulsive acts, but

20




rather the result of a cognitive decision process. When the decision is made before an
opportunity arises, it is considered premeditated; when the decision is made in response
to the situation, it is considered an opportunistic violation. Training programs and
security policies tend to focus on avoiding premeditated intentions; moreover, most
research has been focused on the type of “criminal” behavior that results from
premeditation. However, by suggesting that the opportunities for committing security
breaches cannot always be predicted, much security breach behavior will be
opportunistic. This suggests, then, that people may play three different roles
opportunistically as the collaborative knowledge process unfolds. Organizationa levers
for ensuring that these opportunistic decisions are made in the best interest of the firm are

needed.

Finaly, in emergent knowledge processes, knowledge is distributed across many
different people who are brought together in local design activities, involving significant
tacit knowledge that is difficult to share. In collaborative knowledge-sharing,
determining what should be kept secret is often a combination of understanding the
corporate strategy, understanding other projects that employees are working on,
understanding other relationships that the firm may have had with this partner previously,
etc. None of this knowledge is known by one individual. Thus knowing what knowledge
should be withheld from that partner at any point in time is distributed across many

different people.
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As one example, one industry executive reported that, in the spirit of identifying
complementary core competencies in a collaborative relationship with another firm, she
shared her firm’s new product development process, which was a process she had been
involved in developing and benchmarking. Others who were also involved in developing
the process later informed her that she shouldn’t have shared it. It took extensive
discussions with a significant number of people in the firm about the pros and cons of

sharing the knowledge before a resolution was reached.

In another example, an industry executive at alarge company reported that he
attended a meeting with someone at another firm developing software. Upon his arrival,
the developer gave a 90-minute presentation about his software. At the end of the
meeting, the devel oper pulled out a non-disclosure agreement (NDA). The week before,
the executive had received alecture from his corporate counsel explaining why
employees at the firm cannot spontaneously sign NDAs with other companies. The
reason was that no one individual in the firm has the knowledge about what everyone else
isworking on to know that the firm hasn’'t already worked on that same issue and that
this might be a conflict. Given the recency of this lecture, the executive refused to sign
the developer’ s NDA, discovering later that someone in his firm was working on a
similar concept. Thus, knowledge in emergent processes is distributed across many
individuals making it difficult to ascertain in advance what is known to the organization

and should be kept confidential.
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When knowledge in emergent processes is distributed across individuals, the
implication is that each person only hasincomplete knowledge. It isonly by piecing
together each individua’s part of the knowledge that a more complete picture of a
situation can be appreciated. Thus, in an emergent process, any single individual’s
knowledge may be harmless or useless to individuals in other firms; when combined with
other knowledge, however the pieced together knowledge may become far too useful to

others, constituting a breach.

In sum, there are two processes that are emergent: cross-enterprise collaborative
knowledge sharing, and the decision that leads to an information security breach.
Therefore, pre-defined edicts about what can and cannot be shared are unlikely to be of
value. Moreover, the success of the emergent collaborative effort is dependent on
individuals being able to take advantage of collaborative opportunities. Simultaneously,
individuals are confronted then with a series of opportunities to commit information
security breaches opportunistically. In the next section we look at what individual factors

influence how an individuals collaborates without committing these breaches.

4.0 Individual-level Factorsthat Reduce the Probability of I nformation

Security Breachesin Collabor ative Knowledge Sharing

Consider a situation in which two individuals from two different organizations

engaged in adiscussion. What individual factors will keep these individuals productively
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engaged in the conversation without sharing trade secrets, access, or information that

could be used unfavorably as the conversation proceeds unpredictably? Theories drawn

from socia psychology, information systems, and organizational behavior and design
would predict that five factors affect whether an individual will commit an information
security breach. These five factors, depicted in Figure 2 are:

1) Nature of knowledge being shared

2) Anticipated social exchange from the collaboration

3) Trust in the collaborative partners

4) Perceptions of psychological safety with the firm and collaborative partners

5) Shared responsibility for security

24



Figure 2: Individual-level Factors Reducing Likelihood of Breaching
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4.1 Nature of Knowledge Being Shared.

Given the situation-specific nature of the definition of what is secret, it is
important to predict which types of knowledge under which conditions are more prone to
unintentional security breaches. Drawing from two different sources suggests a
framework for understanding when the nature of the knowledge being shared may be
more or less prone to security breaches. The first source, from research by Jarvenpaa and
Staples (2001), found that individuals engaged in collaborative knowledge sharing
distinguish between sharing organizational products vs. personal expertise. They found
that these distinctions had dramatic effects on how individuals share knowledge.
Organizational products are viewed by employees as belonging to the organization and
are therefore bound by the rules of the organization about sharing. Personal expertise,
however, is considered part of their personal identity, and thusis not considered bound by
the rules of the organization. This suggests, then, that the perception of who owns the
knowledge is critical in determining if thereislikely to be an information security breach.
A firm may believe that knowledge has been shared that should not have been, and yet

the employee may believe that the firm has no rights of ownership over that knowledge.

The second source is research by Hardy et al (2003). In their research, they found
three reasons for collaborating: knowledge creation, resource sharing, and influence. In
thisresearch, it was found that the reason for collaborating determined how people

collaborate and what knowledge they share. To obtain the benefits of the first reason -
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resource sharing - required that both parties to the collaboration engage in intense back-
and-forth conversations. To obtain benefits of the second reason — influence --
knowledge often needed to be shared primarily not between the two partners but with
third parties (e.g., managers, vendors, funders). Finally, to obtain the third reason -
benefits of knowledge creation — knowledge was shared both with third parties as well as

in intense back-and-forth conversations with each other.

In Table 4, we have juxtaposed the findings from these two research studies.
What we find from an examination of thistable is the hypothesis that when individuals
are engaged in collaborative activities for the purposes of knowledge creation, and are
sharing what they consider to be their personal expertise, the risk of information security
breach is the highest. Thisrisk is highest because people engaged in intense
conversations are likely to unwittingly share information they shouldn’t; moreover, the
inclusion of third parties increases the possibility that someone who shouldn’t be trusted
with the information will gain accessto it. Finaly, the fact that personal expertiseis
being shared suggests that individuals may fail to consider that the knowledge is
organizational property, especially if the sharing yields new knowledge and greater

personal expertise.

One industry executive described an example in which collaborators within afirm
would informally discuss a product over lunch in the firm’'s cafeteria. A third party who
was given access to the premises because of his collaboration with the company on a

different product would informally join in the conversations. Unbeknownst to the
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collaborators, the third party was using the knowledge gained from those conversations to

leap ahead of the development team. After about eighteen months, the third party

essentially “black-mailed” the company into ajoint licensing agreement for the product.

Table 4: Hypotheses about Risk Potential of I nformation Security Breach for

Different Types of Knowledge Content Shared

Who Ownsthe K nowledge?
Pur pose of Organization Individual Likelihood of
Collaboration breach
Shared Resources | Lowest risk Moderate Low
Influence Low High Moderate
Knowledge Moderate Highest risk High
creation
Likelihood of Lower Higher
Breach

4.2 Anticipated Social Exchange.

In emergent processes, costs and benefits are situation specific, based on the
dynamics of the collaboration. How a participant assesses these dynamic costs and
benefits can be predicted by Social Exchange Theories (Blau, 1964; Ekeh, 1974). Socid
exchange theories argue that members of any relationship obtain social resources from
that relationship, and that such arelationship extends to the workplace (Cole et al, 2002).
These socia resources include affiliation, social acceptance, and social support. As
depicted smply in Figure 3, in any collaborative effort, there are three social exchanges
that are occurring simultaneously in any cross-company collaboration: a) between

Employee A and her organization, b) between Employee B and his organization, and c)
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between Employee A and Employee B. The theory of social exchange was extended by
Kelley and Thibaut (1978) to suggest that, in any relationship, when the amount of social
resources accruing to any individual in that relationship fall below a comparison level of
an alternative, the person will shift their social resources into the alternative relationship.
This suggests, then, that employees engaged in collaborative relationships will give and
receive more social resources from their collaborative relationships when they feel that

the relationships they have with their organization are not providing those resources.

The notion that a disgruntled employee is more likely to commit security breaches
is encompassed in Social Exchange Theory. However, the theory goes beyond simply
looking for the obvious signs that |ead to disgruntlement (e.g., low performance ratings,
being passed over for promotion) and obvious symptoms (e.g., repeated expressions of
dissatisfaction with the firm, job or supervisor). Instead, social exchange theory suggests
that even satisfied employees may be at an increased risk of committing a security breach
when the social resources they obtain from their employer is less than the resources they
obtain from their collaborator. Waiting for outward signs of alack of affiliation may be

too late.
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4.3. Trustin the Collaborative Relationship and Firm.

In any collaborative relationship, there isinformation asymmetry (i.e., where one
party knows more than the other party) about different aspects of the knowledge being
discussed. In such situations, trust is critical since, it isvery easy for a dishonest party to
masquerade as an honest one, especially on the Internet (Ba & Pavlou, 2002). The
amount of trust in the collaborative relationship will therefore dictate how knowledge is
shared and access offered. The literature on trust between parties in internet-based
commerce has concluded that one party trusts the other when Employee at Firm A feels
that Employee B at Firm B is benevolent (i.e., actsin away that represents “ goodwill”
toward A) and when Employee B is credible (i.e., repeatedly acts trustworthy by meeting
commitments, etc) (Curral & Judge, 1995; Keen et al, 2000; McAllister, 1995;
McKnight, et a, 2002; Sheppard & Sherman, 1998). To develop thistrust requires
Employee A to: a) have some familiarity and prior interaction with B to observe B’s
actionsin avariety to settings, b) be able to calculate the costs and benefits of Employee
B cheating, and c) have knowledge of Employee B’ sinstitutional structures supporting
acting in atrustworthy fashion. In an emergent process, familiarity and knowledge of
Employee B’sfirmislikely to be distributed throughout the organization. That is, it may
not be the case that Employee A at Firm A knows these things about Employee B at Firm
B, but presumes that someone at Firm A knows these things. Thus, the Employee at Firm
A may inadvertently give access to Employee B at Firm B with ahigher level of trust

than that which Employee B deserves. This suggests that the level of trust an individual
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has in the other party will influence breaches. If an individual feels a high degree of
trust, he may share more access than he should. Moreover, the distributed nature of the

information about partners may lead to a false sense of trust with the collaborator.

Whiletrust in the collaborator may increase the risk of a security breach, thisrisk
can be counter-balanced by individuals' desire not to betray the trust their organization
has in them. Research on betrayal hasidentified several factors that affect an individual’s
cognitive decision to betray a party’ s trust (Elangovan & Shapiro, 1998). These include:
benefits of betrayal outweighing penalties, presence of arelationship with the trustor that
has become unsatisfactory, and seriousness and clarity of ethical principlesinvolved. No
one factor alone has been found to be sufficient to explain betrayal: all are needed. The
current information security literature has focused on the first: if more benefits were
allocated to information security protectors and greater penalties all ocated, then possibly
there would be fewer violators. However, al three factors taken together have not been

part of a comprehensive information security policy.

Moreover, in an emergent process, it may be difficult for the individual to
determine the seriousness and clarity of ethical principlesinvolved. An individua who
failsto turn off their computer at the end of the day because they plan to login to her
desktop the next day remotely — does that person believe sheis violating an ethical
principle, or in fact isbeing very efficient? That is, the individual may believe she should
be rewarded for her focus on productivity, not accused of ethical violations. Moreover,

without providing the individual with information about the seriousness of the risk
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incurred by her behavior, her decisions are likely to favor that which she knows the most

about: her own productivity.

Failing to keep employees informed of the seriousness of committing a security
breach is acommon practice in firmstoday. Anindustry executive reported an example
of such acase. In this case, the customer for a project sat down with project managersto
define what information was considered so sensitive that it shouldn’t be shared between
the firm and its collaborating suppliers. Instead of training the several hundred engineers
doing the work on what information should not be shared and why, the firm decided that
such training was cost-prohibitive and employees could not be trusted to make the right
judgments anyway. So the firm hired and trained six “information protection” officersin
these ethical principles. However, without the training, the hundreds of engineers
proceeded with their work without a clear specification and appreciation for the
importance of the ethical principles involved in sharing their work with others. Moreover,
without the training, the engineers were deprived of any opportunity to provide feedback
to the customer about the ethical principles specified (were they too broad? Did they
help to distinguish unethical behavior? Did they harm work performance?). Finally, the
instructions from the customer did not distinguish between more critical ethical breaches
and less critical ones, which made it more difficult for the employees to make value

statements when they were in the “grey zone”.

Criticality of breachesis an important consideration in any employee’ s internal

calculus of the cost of the breach. Breachesthat have a greater negative impact to the
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firm require much greater benefits before the employee is willing to commit the breach. .
It may be possible to classify criticality —not just based on a corporation’s competitive
position in the marketplace, but more generally. Using Perrow’ s (1999) notions of
complexity of interactions and tightness of coupling between subsystems, one could
argue that breaches in which the knowledge shared has more complex interactions and
tighter coupling with other knowledge are much more serious breaches than breaches that

can be “self-contained”.

For example, in one anecdote provided by a security firm, the firm reported that
most of its customers had no knowledge that when they visited websites, the cookies that
were automatically downloaded made them vulnerable to attack. They were aso not
aware of the “socia engineering” attacks propagated by hackers (in which people share
information with hackers without even knowing it). Moreover, they were not aware that
asindividual home computer users, they were likely to be propagating viruses. Finally,
they did not know that they were inadvertently sending unencrypted email. Without the
information about the impact of their actions, individuals do not see themselves as

violating atrust.

4.4. Psychological Safety in Firm and Collaborative Relationship

An emergent process is above all else alearning process. To facilitate alearning

process requires such learning behaviors as seeking feedback, sharing information, asking

for help, talking about errors, and experimenting (Argyris, 1993; Edmondson, 1999).



Individuals feel psychologically safe when they believe they can engage in these learning
behaviors without being rejected. In astudy of hospital patient-care teams, significant
differences in members' beliefs about social consequences of reporting medication errors
were observed (Edmondson, 1996). When they don't feel “safe”, individuals will act in

ways that inhibit learning, including failing to disclose errors and not asking for help.

In the information security context, two sets of learning processes are occurring
simultaneously: a) learning that occurs between the collaborators, and b) learning that
occurs among individuals in the firm about how to collaborate securely. Theoretically,
an individual should commit fewer breaches when they feel psychologically safe with
both processes. In the collaborative process, psychological safety should alow the
individual to admit mistakes with the collaboration if access or information is
inappropriately shared, and seek help in rectifying the mistake, such as by asking for the
return of confidential documents and obtaining assurances that they were not copied.
Similarly, psychological safety with the organization should allow the individual to admit
mistakes (e.g., breaches) to her supervisor or IT Security Administrator and not be
regjected. The interesting case is when the individual feels little psychological safety with
her organization, and significant psychological safety with the collaborator. Such a
situation may be at the highest risk for security breach since the individual will be unable

to learn from her organization to identify ways to avoid future breaches.

4.5. Shared Responsibility for Security
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Viewing information security from an auditing perspective, a mechanism for
avoiding security breachesisto ensure that no single individual is responsible for
performing conflicting duties within or between processes (Rasmussen, 2004). Example
conflicting duties include employees who have the authority both to add a vendor and to
pay an invoice to that vendor, authority to both create customer invoices and enter
payments from customers, and the authority to both create an employee and change that
employee' s salary information in the database. Differentiating conflicting duties leads to
having one person responsible for one action and another responsible for the other action.
Thisorientation is at the heart of many organizational structures designed to reduce
security breaches. For example, allocating responsibility for creating and enforcing
information security strictly to a project manager or to corporate lawyers or to
information security professionals are examples of dividing duties for security away from

the employees performing the core work.

While this approach of differentiating responsibilities for security may succeed at
removing the possibility of conflictsin routine work, it doesn’t work for the emergent
process of collaborative knowledge sharing. In emergent work, knowledge sharers are
constantly confronted with the possibility of conflicts: of recommending vendors at the
same time as suggesting how they should get paid, of sharing knowledge about third
parties, of sharing technical knowledge before they even know if an ideais patentable.
Moreover, roles and interest in security emerge unpredictably as the need arises. In one
firm, a contract manager became quite adept at preparing contracts with business partners

that pre-empted legal concerns about information disclosure — essentially collapsing the
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legal and contractual issues into one efficiently performed role. In another firm, ateam
agreed to accept full responsibility for their own security monitoring instead of having
professional security personnel monitor them. The team appointed and rotated monitors
and discussed security risks at frequent meetings. 1n afollow-on evaluation, this team
was found to have committed fewer security violations than a team monitored in the
traditional way by information security professionals. Thus, by giving individuals
authority to exercise judgment about security decisions, combined with the close

monitoring by peers, the team was successfully able to avoid security breaches.

5.0 Implicationsfor Organizational-L evel Facilitatorsfor Promoting

Security in Knowledge-Sharing

Theindividual level factorsin the previous section suggest several organizational-
level facilitators of information security behavior. In this section, these organizational-

level facilitators are described.

5.1 Include Social Resourcesin Psychological Contracts Between Employee

and Firm

If collaborative knowledge-sharing without a security breach is more likely when
the employee receives greater social resources from their organization than from the
collaborative relationship, results from research on how to strengthen social exchanges

inside afirm guide us in identifying organizational facilitators to reduce the possibility of
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security breaches. Research on what are known as “ psychological contracts’” may provide
some guidance (Lambert, et al, 2003; Rousseau, 1995). Psychological contracts are the
set of obligations expected of the employee compared to the obligations (also called
inducements) offered by the firm to the employee. When entering into any relationship,
psychological contracts are negotiated (albeit implicitly for everything but pay). Asthe
employee beginsto deliver on her obligations, and the firm delivers on its obligations, the
employee makes an ongoing assessment of whether the psychological contract has been

upheld.

Research has repeatedly demonstrated a correlation between employee attrition
and the presence of a perceived breach in the psychological contract. If employees must
receive socia resources from the firm, then the psychological contract must include
social resources, such as recognition, development, feelings of self-worth, and affiliation.
However, research on psychological contracts also indicates that employees must see the
firm’sinducements as “ commensurate” with their view of their own work; over- and
under-inducements are equally problematic. Thus, if the employee feels sheis barely
fulfilling her obligations to the organization and yet receives an abundance of social
support, she will be equally likely to leave (or behave in away that violates corporate
policies) than an employee that feels she gave everything to the organization and received
nothing in return. This suggests, from an organizational perspective, that social resources
such as recognition, development, self-worth and affiliation need to be explicitly
negotiated and renegotiated during an employee’ s tenure at the firm if the risk of security

breaches is to minimized.
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5.2. Encourage Sharing About Security Risks

If employees may develop false impressions of trust in collaborators because
knowledge about the collaborator is distributed within the firm, knowledge about past
collaborations should be shared. Some firms have argued that “impressions’ about others
should not become “public” knowledge and therefore should not become distributed
electronically in adistributed organization. However, careful planning to decide what
type of information about past collaborations should be shared can overcome this concern

over sharing unstructured, ill-informed impressions.

One suggestion made by an industry executive about the type of information to
share regarding past collaboration that might be useful was to have employees simply
share short stories about past collaborations that describe what happened when a
technical (not security related) issue could not be resolved by those directly involved in
the collaboration and was elevated to higher-level managers. Such stories might provide
information about whether partner firms (or individuals at the firms) acted benevolently
and met commitments. Another suggestion (Perrow, 1999) isto have afirm review its
previous collaborations to identify early warning signals for the problem collaborators.
One such signal might be the speed with which the collaboration evolved, with more
quickly induced collaborations leading to less due diligence in learning about the other
party. Another signal might be the collaborator’ s response to unexpected events. has the

partner been flexible and learning-oriented? Past experiences with the collaborator in
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sharing errors might also be an early-warning signal: failure to share errors may later lead
to failed collaborations. Finally, since collaborators who act as lone cowboysin a
marketplace may not be part of arich network of organizations, regulators, and
constituencies that monitor and intervene in cases of breaches, the density of a

collaborator’s network may provide an early warning signal.

Regardless of the precise nature of the information shared about past
collaborations, the individual factor of psychological safety requires that employees must
be convinced that they can share this information within a*“safe haven”, without fear of
retribution. Otherwise, the employees will withhold the knowledge, increasing the
possibility that other employees will develop false trust in partners, and not learn from

mistakes made by others to enhance security.

The distributed nature of security-related knowledge also suggests that effortsto
share security-related knowledge across organizations are needed. One executive
reported that something like a“ Security Net” is needed in which alerts go out that trigger
people across academic, government, and private organizationsto help resolve—“a
virtual swarm of good guys’. Incentivesto support this knowledge-sharing effort would

be needed.

5.3. Security Technologies and Policies | ntegrated into the Work Process.
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Significant literature on technology ease-of-use indicates that employees will not
use technologies (broadly defined to include procedures as well as software and
hardware) as intended to improve performance if it requires them to change their
behavior in ways they believe do not support the purpose of their work (referred to as the
task-technology fit). Unfortunately, information security policies and technologies have
been designed as “add-ons’ to an employee’ s normal workday. For example, to require
users to remember to turn off their computers at the end of the workday creates an
additional cognitive load, as does the requirement to change one’ s password frequently
using a combination of different symbols (all of which are difficult to remember, thus
resulting in little post-it notes with the password written on them — notes easily copied by
others). Moreover, to expect home users to download cookie-banning software, purchase
virus protection software, and frequently download software updates to patch bugs puts a
substantial cognitive burden on the individual (both because of the stress involved when
the downloads fail to work, and the requirement to remember to do the downloads).
Instead, systems need to be designed to reduce cognitive load on the worker —to make
security a part of one’ swork. For example, having computers monitor a safe to
automatically lock it when someone leaves the room is much more likely to lead to
secure behavior. Similarly, computers that automatically lockdown the computer when it
isleft unused for a short period of time, requiring the user to reenter a password upon

return might be a minor nuisance, but is only lessimposing than alternatives.

The emergent nature of collaboration also suggests that the tools and procedures

must be “ self-deploying” and “seductive”, meaning that they must draw people into
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‘doing theright thing’, sometimes without them realizing it. Seductive, self-deploying
procedures are ones that are unobtrusive yet intentionally designed to serve the individual
as acustomer (not as a potential risk or perpetrator). Examples of unobtrusive, customer-
oriented policies and tools include intelligent agents which detect patterns in behaviors
and suggest to the collaborator some aternative course of action, or the use of
“collaborative filtering” systems that help individuals understand how documents have
been used in the past in creative ways to protect trade secrets, or the use of automatic
routing systems that inform managers not only of the need to make quick decisions to
release a document but information to facilitate the decision-making. The point isto
provide support and guidance to the individual engaged in the collaborative effort, not

onerous procedures.

In addition, security policiesthat are integrated into one’ s work help people make
the emergent decisions they are confronted with on adaily basis. Simply prohibiting the
release of information is unhelpful since any collaboration requires release of some
information. Moreover, requiring employees to turn to project managers or security
personnel has two negative side effects: a) it places additional time and effort burden on
the employee and b) it removes any sense of responsibility from the employee over
actions taken. Instead, security policies should help the employee understand types of
security-related decisions that they are making on aregular basis, criteria and factorsto
consider in making these decisions, and |eadership roles they can play in helping others
make these decisions. Possible roles include “opportunity recognizers’ who help to

recognize when a high-risk situation may occur, “chauffeurs’ who help people learn and
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apply information security policies, and “stewards’ who facilitate workers to capture
practices that |ead to better decision making about the tradeoffs between sharing and not
sharing knowledge. This suggests that managers need to closely watch their employees
to identify individuals that have a propensity to understand security implications of
conversations and actions. Providing both peer and managerial recognition of this
propensity, as well as recognizing its important value to the technical competence of an
employeeiscritical. For example, helping engineers to understand how to collaborate
with other companiesin ways that protect corporate interestsis a skill and talent that

should be rewarded as part of technical competence building.

The emergent nature of collaborative knowledge sharing also suggests that people
behave based on feedback not based on standard procedures. Thus, they need dynamic
detailed feedback on their work that encourages them to behave securely. If othersare
accessing employees documents, employees should be informed about who is doing the
access so they can become part of the security process of determining what might be
suspicious access. |f employees passwords are being used from different desktops than
previously used, employees should be notified so they can take action. If employees are
considering sharing certain knowledge with outside collaborators, employees should be

able to query their portalsto seeif previous similar knowledge sharing has occurred.

5.4. Develop Policies That Align Individual, Group, & Organizational Concerns
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When collaborating, information security designers must recognize that
individuals are representing at least three organizational levelsin the cross-organizational
collaboration: themselves as individuals, the group (project team, department), and their
organization. Asdepicted in Table 5, the issues are different at each of the three levels
At theindividual level, the concern is about protecting personal privacy (Chellappa,
2004; Culnan, 2000; Culnan & Armstrong, 1999), mobility, and expertise At the group
level, the concern is with protecting under-developed group ideas, avoiding inefficient
use of the time (such as is spent when unshared knowledge needs to be reinvented), and
developing a strong group identity. Finally, at the organizational level, the concernis
with protecting intellectual property, liability, and reputation. At each level, there are
tensions between protection and sharing. At the individual level, individuals want to
protect their expertise since that is what they are recognized for, but they also want to
develop that expertise further during the collaboration effort. At the group level, thereis
atension between protecting under-devel oped ideas and the innovation that comes from
sharing those ideas with outsiders. At the firm level, reputation and intellectual property

are enhanced through sharing, not through protection.

Anindividual engaged in a collaborative effort is attempting to balance these
tensions at all three levels. Recognizing that the levels may present conflicts and
identifying similarities across the levels may help employees in making decisions that
optimize one over the other at appropriate pointsin time. Additionally, it may be
possible to identify perspectives that help to resolve the tensions across the levels and

between protection and sharing. For example, expertise development and protection is an



issue consistent across the levels. If aconsistent policy could be developed that

articulates expertise needing development vs expertise needing protection for the firm,

then this may help to resolve the tension across level s by helping employees and groups

focus their sharing efforts on that expertise to develop. As another example, establishing

certification programs that organizations interested in collaborating with others must

obtain would allow collaborating individuals to more safely assume that collaborators

have necessary protectionsin place, creating less conflict between levels.

Table5: Tensions Across L evels

Level What to Protect During What to Develop Through
Collaboration Collaboration
Individual Privacy; expertise; mobility | Expertise
Group Expertise; under-developed | Innovation, expertise, group
ideas; time; identity access to external
knowledge
Firm Protection of 1P, liability, | P, reputation, copyright &

copyright, reputation

risk-sharing

5.5. Provide Toolsto Help Employees Dynamically Weigh Costs & Benefits of

Acting Securely
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Because collaborative actors are sharing knowledge opportunistically, the costs of
sharing a piece of knowledge (i.e., potentially creating an information security breach)
against the benefit of sharing the knowledge (for increased collaboration and possibly
obtaining secret knowledge from the other firm) are dynamic. Moreover, because these
individuals are often concerned about efficiently using their time, they are also
dynamically judging the trade-offs between strictly following security procedures against
the efficient-costs incurred. Policies aone are insufficient. Employees can benefit from

tools that support them in making these decisions dynamically.

Some of these tools are management actions. These managerial tools include
continuous discussions among employees about what are the “corporate jewels’ of the
organization. For example, in one collaborative effort (Majchrzak et a, 2000), a
manufacturing engineer at one company engaged in aten-month design effort with rocket
engineers at a second company. The engineer at the first company understood that his
division’s corporate jewels included the analytic tool he and others had devel oped to
assess the manufacturability of apart. Therefore, the engineer understood that it would
be inappropriate to share the code or the specifics underlying that analytic tool.

However, the engineer also understood that his real value to the partner company wasn't
the analytic tool. Rather, the value came from the judgments he made based on his use of
the analytic tool about the manufacturability of a proposed part during intense

brainstorming sessions. In thisway, the engineer was able to respond quickly as various
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configurations of parts were proposed, enabling the team to more quickly converge on a

manufacturable solution.

Toolsto help in this tradeoff are not only management actions, but also can be
technology-based. Algorithms for intelligent agents containing keywords based on
corporate jewels can be devel oped to peruse documents under development as well as
email traffic to notify employees when they might want to discuss the sensitive nature of
their work with others. Peltier (2001) offers a set of nine factors, listed in Table 6, which
should be included in this algorithm to calculate the value of the information asset. By
having intelligent agents provide meta-tags describing the likely value of a document to
others outside the firm, employees and managers can begin to refine the agents
algorithms. Moreover, if these comments about value could suggest consequences of
allowing other firms to see this knowledge, the employee would be better able to assess
the relative value of sharing vs the value of keeping it within the corporate walls. Tools
such as these help employees to engage in the sharing process fully supported and
informed to maintain and evolve a company’s corporate jewels, not as ignorant violators.

Walls et al (1992) have referred to such tools as vigilant information systems.

Table 6: Peltier’s (2001) Factors Upon Which Value of an Information Asset

Should be Based

Cost of producing the information,

Value of the information on the open market,

Cost of reproducing the information if destroyed,

Benefit the information brings to the enterprise in meeting its

business objectives or mission,

e Repercussion to the enterprise if the information was not
readily available, a7

e Advantageit would give to a competitor if they could use,

change, or destroy the information,




Finally, technical tools can be developed that not only provide employees
information about the impact of their knowledge-sharing behavior, but aso about the
impact of their computer usage on the probability of security breaches. Given that
existing theory suggests that employees are more likely to follow security procedures if
they understood the implications of not following them, tools that help to remind
employees of the impact of not following security procedures may be useful. One
example might be to provide employees, free-of-charge, with a small security-oriented
icon (or dashboard) in the corner of their screen.  When used within a corporation, the
icon might indicate the number of attacks on the corporate network, and the number of
accesses attempted on their hard drive over the last hour. When theicon is on ahome
computer, it might indicate the number of cookies on the hard drive, the number of times
since login that unannounced others have used the computer, and the number of times
certain files had been accessed. With click-throughs, suggestions could be offered on how
to reduce the numbers, with the numbers updated often enough for the user to visibly

observe the impact of their behavior.

5.6. Matching a Firm’s Information Security Strategy with the Market.

There are two aspects of information security strategy. One aspect directly affects

the trust and psychological safety of the employee. This aspect concerns the attributions

that executives make when security is breached. Does the executive management take a

denial-oriented approach to security breaches, such as First Energy did with the August
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14™ 2003 energy blackout in Northeast U.S. and Canada? Are there cover-ups with
people unwilling to accept any responsibility? In contrast, is there an openness to sharing
knowledge about possible factors that may have increased the probability of a breach to
determine how to avoid it in the future? Then, how isthis strategy implemented
internally in the organization? Are employees who write memos warning of the
possibility of breaches or errors ignored or, worse chastised? When security breaches
occur, is more emphasis given to finding someone to blame than to truly understand the
problem systemically to avoid it in the future? Or are such concerns dealt with in an open

and thoughtful manner?

A second aspect of information security strategy is the posture in the marketplace
that the firm takes to information security. Cramer (1999) argues that firms take one of
five approaches to preventing information breaches: 1) defensive (involving significant
access controls and reduced interconnections), 2) offensive (involving denying
information to competitors), 3) quantity (involving making attaches impractical because
of the sheer volume and timeliness of data releases), 4) quality (in which information is
protected through better information management, and 5) sponge (in which information is
protected through better information collection about possible breaches). Although
Cramer does not suggest that one strategy is better than another, it could be easily
postulated that a strategy is best when it is matched to the market context, the firm's
corporate position in that market, and the firm’'sinternal culture of knowledge-sharing. A
firm that is the market leader through innovation may be a more successful collaborator

when it adopts an information security strategy that is based on quantity or quality, while
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afirm adopting an approach to the market based on operationa excellence may be more
successful when its information security strategy is either sponge-like or defensive.
Individuals working in afirm with a matched security strategy would be hypothesized to
be less at risk of a security breach because directions about how the company handles

security threats are clearer. Thus, having a matched strategy is likely to be afacilitator.

6.0 Summary of Organizational-level Facilitators

Table 7 presents a summary of these organizational-level facilitators, juxtaposed
against the characteristics of an emergent process. Apparent from the table is that the
emergent nature of both the collaborative knowledge-sharing process and the decision to
commit a security breach create the need for adifferent set of security interventions than

ones used in the past.
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Table 7. Organizational Facilitatorsfor Emergent Nature of Securely
Sharing Knowledge Collabor atively Across Firms

Characteristics | Characteristics of Generic Organizational Facilitators
of Generic Information Principles for for Secure Knowledge-
Emergent Security Decision- | Facilitating Sharing
Knowledge making within CKS | Emergent
Processes Knowledge
Processes
Problem Sharing of secret Provide e Providetoolsto keep
deliberations, | knowledgeisa information on employees dynamically
interpretations, | matter of tradeoffs, informed of the probable
and actions interpretation; costs | relationships consequences of their
unfold vs. benefits are between variables actions;
unpredictably | situation specific and consequences | ¢  Provide feedback to
and judgmental of alternative employees on metrics
based on dynamics | decisions based throughout work process
of collaborative on expert that encourage secure
knowledge-sharing | judgment and behavior
data
Unpredictable | New internet Use of specific e Ensure security
user types, technologies always | tools and procedures and tools are
process emerging; Triggers | procedures must integrated into work
leaders, and for information be self-deploying processes and
work contexts | security decisions | and “seductive’; “seductive”;

unpredictable;
Autonomous
decision-making
with impedrfect
oversight

alow leadersto
emerge

e Develop policiesthat
align Individual, Group,
and Organizational
concerns,

¢ Include social resources
into firm-employee
psychological contracts

Difficult-to-
share tacit
knowledge is
distributed
across people
and places

Information about
what is secret, why,
implications of
sharing with
external parties,
which external
parties are
trustworthy
collaborators, and
which internal
agents are high-risk
isdistributed and
often tacit

Provide forums
for sharing
knowledge;
provide
gualitative
performance
metrics of work
processes with
definitions that
encourages
involvement and
attention for all
parties

e Encourage within-firm
sharing about past
collaborations that are
“safe havens’

e Encourage cross-org
sharing about info that
may identify risks

e Matchfirm's
information security
strategy with market
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7.0 Implicationsfor Research
Figure 4 depicts the complete framework. Given the importance of thistopic and the
untested nature of thisframework, research is needed to immediately test the framework.

Such aresearch program should have five components:

1. Conduct case studies and surveys of industry and government practice
comparing cases of collaborative knowledge sharing with and without
information security breaches. Such research can be used to validate and

elaborate the conceptual framework.

2. Conduct “Misinformation” experiments in which misinformation is purposely
made available to selected organizations and individuals which vary on the
dimensions of the conceptual framework to provide further validation and
elaboration of the framework. Thisisatechnique often used in counter-
intelligence operations and cyber terrorists but rarely applied to the study of

corss-organizational collaboration.

3. Conduct action research and pilot studies with existing software packages that
monitor email traffic (e.g., AskMe, Tacit) and work processes to determine
their value for providing employees with the information needed to make

dynamic cost/benefit tradeoffs

4. Engage in technology development of intelligent agents embedded in email
systems and documents to provide collaborators with help in deciding
dynamically what should and should not be shared.

5. Undertake the pilot development, deployment, and evaluation of two types of

highly secure cross-organizational networks: a) one for sharing security-

related information to quickly react and predict breaches and b) one for
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organizations wanting to start a collaborative effort to quickly open technical
discussion forums that are certified to be secure.
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Figure4. Conceptual Framework of Critical Success Factorsto Support
Individuals Sharing Collabor ative Knowledge Without Security Breaches
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Such afive-pronged approach to research would help to answer arange of
guestions that a focus on the individual simultaneously engaged in the emergent
processes of collaborative knowledge sharing and protection of information security
raises. Example questions are offered in Table 8. These questions need to be resolved to
identify interventions that most effectively and efficiently reduce information security

breaches in cross-organizational collaboration.
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Table 8: Sample Research Questions Needing to Be Answered To | dentify
Effective and Efficient Security-Protection Interventionsin Cross-
Organizational Collaborations

When an employee shares knowledge collaboratively with an outside organization, what
factors influence what knowledge is considered appropriate to share from an information
security perspective?

Some analysts argue that the problem with security breachesisjust lack of information and
awareness that one’s own behavior is part of a network that allows hacking and breaching. Is
thistrue? If people had the knowledge only, would they act on it, or is the situation more
complex, as suggested by the conceptual framework offered here?

One person interviewed for this report (a vice-president of homeland security for alarge
corporation) argued that well-run large companies do not experience security breach problems
when their employees collaborate. Isthistrue? Isthisaproblem exclusively observed among
small and medium-sized companies?

Can the process of sharing knowledge collaboratively with outside firms be depicted in a
general enough way to be applied across companies and in a specific enough way to be used to
identify ways to measure the process? Can measures that differentiate between actions that are
likely to lead to information security breaches be identified, and then unobtrusively measured?
When these measures are compared to “overzealous’ security policies, do the measures (and
actions taken when the measures are monitored for suspicious behavior) yield better
identification of possible offenders?

As argued in this conceptual framework, to encourage informationally-secure knowledge-
sharing requires a different set of policies, tools, and job responsibilities than is currently used
today. How do organizations gain practice on these new policies, tools and job
responsibilities? Oneindustry executive argued that corporate involvement in consortia are
critical for gaining these skills since they cause individuals and the organization to adjust their
old practices to accommodate collaboration. For example, in the executive' s previous firm,
there was enough collaborative activity to have developed the skillsin a contracts officer to
deal with 90% of the contractual issuesinvolved in collaborations without going to the
corporate attorneys and there were enough collaborative incidents such that the corporate
attorneys gained confidence in the contract officer’ s ability to handle the issues well. Building
this type of asset in the firm requires repeated collaborative partnerships. In a sense,
collaboration breeds secure collaboration. Thisis ahypothesis quite worthy of study.

Why do employees ignore information security suggestions? Are the reasons similar to those
suggested in this framework?

While energy in a collaborative knowledge-sharing activity is a positive thing for the
organization, it should not be done at the expense of arelationship with the home organization.
Where is the right balance?

Isit possible to develop a“vigilant information system” that collaboratively monitors the
sharing of documents and knowledge to provide proactive feedback to userswho are
potentially violating information security policies?

(continued)
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9)

Table 8: Sample Research Questions Needing to Be Answered To | dentify
Effective and Efficient Security-Protection Interventionsin Cross-
Organizational Collaborations (cont)

Since trust in a collaborative knowledge sharing relationship is distributed throughout the
organization, are the current notions of trust, which have been based almost exclusively on
individual-to-individual behavior, appropriate? Does trust transfer across people, that is, if a
collaborator is trusted by an employee, will another employee simply adopt that trust stance
toward the collaborator? How do the two compare notes if their experiences are different —
given that they may not even know that each is having a collaborative relationship? While
third-party business-to-consumer trust mechanisms have been in place for sometime (e.g.,
Etrust), the penetration of business-to-business third-party trust mechanisms (e.g.,
webtrust.org, bbbonline.com) islow. Can athird-party mechanism as used in business-to-
business contexts work for collaborative knowledge sharing?

10) Canintelligent agents be developed that can scan documents for their tightness of coupling

and complex interactivity with other documents, and then use this information to suggest a
rating of the risk to the organization if the document was shared?

11) Several types of specific experiences from previous collaborations that could be shared among

individualsin afirm considering collaborating with others were mentioned. When this
information isin fact shared within or between organizations, does that organization have
more success at collaborative activities that add value without security breaches?

12) Certification programs for security are not being used today as the basis for identifying and

selecting collaborators, as well as the basis for setting up secure cross-enterprise forums for
sharing technical knowledge or security knowledge. Why not? What are the political and
social barriers, and how can they be overcome?

13) Technical aidsto keep employees dynamically apprised of the consequences of sharing

knowledge have been suggested. However, oneindustry executive called for need for research
on whether appropriately trained security personnel who become informal members of high-
risk project teams could also provide asimilar service. Can either technical aids or security
personnel provide a similar service?

14) Arethere analoguesin industry and government practice of people self-policing their

collaborative interactions to avoid breaches that can inform us of how to structure similar self-
policing for information security during collaborations? One possible analogue may be found
in studying internet games. System administrators emerge in these seemingly “lawless’ games
such as CounterStrike, encouraging game players to act according to evolving norms through
withdrawal of game privileges. Examining the characteristics of these emergent
administrators, and the communities which foster their emergence, may provide additional
suggestions on designing information security systems.

15) There are different types of collaborations: supply chain, new product development,

outsourcing, non-profit, community-building, joint ventures, industry consortia, and electronic
marketplaces. Does this framework apply equally to all types?

16) What isthe optimal fit between afirm’s information security strategy and its market position?
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8.0 Conclusion

Although this framework is largely untested, it offers some immediate actions that

managers could implement now. These include:

Integrate Information Security programs with Human Resource Programs.
Identify people at risk of a breach, not based on obvious signals of
disgruntlement, but based on those who are asking for little social resources from
the firm.

Instead of identifying required or prohibited behaviors when developing an
information security policy, identify security-related decisions that each
individual should make, leadership roles they can play in helping others make
those decisions, and criteria and factors to consider in making those decisions.
Expect that knowledge shared will depend on the employees’ perceived purpose
of the collaboration. Therefore, ensure that the employee’ s perceived purposeis
the same as that of the organization.

Develop mechanisms for sharing information within the organization about
previous collaborations with a collaboration partner.

Integrate security requirements into the work. Develop the technology so
following these requirementsis easy. Allow them to be personalized to the work.
Develop vigilant information systems for the employees to use to make dynamic
decisions about releasing information.

More fully develop betrayal inhibitors by developing a close relationship between
the employee and the firm; don’t over-induce an employee.

Don't create policies that assume that all information shared is of high value to
the organization; instead provide ways for employees to assess how closely linked
the information being shared is to corporate jewels.

Work with employees to determine what is personal expertise and what are
organizational products.

Establish cross-organizational forums for sharing knowledge, alerts, and triggers
to quickly respond to the distributed nature of breaches.
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While organizations can take these steps immediately, the emergent nature of the
collaborative process and the decision to commit a security breach leaves much that is
still not well understood. This paper presents an attempt to provide a framework for

further research.
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